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The Influence of Governance on Cyber Supply Chain Visibility with

Mediating Effect from Cyber Supply Chain Visibility
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Indonesia'* Supply Chain (CSC) Performance, which is mediated by Cyber
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Introduction

Utilization of concepts Supply Chain Management (SCM) with a combination of Industry 4.0
by a company can make mofg optimal use of opportunities and prevent risks that can impact
results performance (Erboz et al., 2021, Hong et al., 2018; Serkan et al., 2022). SCM that
utilizes Industry 4.0 makes more optimal use of opportunities, and rjfik prevention can occur
due to the benefits of establishing an Industry 4.0 system that can improve the quality and
efficiency of business processes using technology (Serkan et al., 2022). There are changes in
the supply chain process after the Coronavirus disease (COVID-19) pandemic, creating a
business process in which the company monitors supply chain processes remotely, which can
be carried out flexibly by the company with the condition that there is a systematized supply
chain system. This was created because of the COVID-19 pandemic that occurred throughout
the world, which required all people to stay at home and not do activities outside the home
(Chong & Duan, 2022).

Changes in the business world that are changing rapidly and being adapted to
environmental conditions have resulted in supply chain services becoming more efficient in
bridging between producers and distributors as well as physical stores and consumers.
However, with all the benefits of combining SCM and Industry 4.0, which are closely related
to information techn@lpgy, there is a risk of losing data or being infiltrated by irresponsible
individuals (Ahmadi et al., 2021; Ghadge et al., 2019; Serkan et al., 2022).
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Table 1 Number of cyber-attack cases in Indonesia 2019-2022

Year  Number of Cases
2019 220 million
2020 495 million
2021 1.6 billion
2022 076 million

Source: Katadata Insight Center, PwC Indonesia (2023)

From Table 1, it can be seen that the number of cyber-attack cases that occurred in
Indonesia reached 976 million in 2022. This number decreased significantly from the cases in
2021, which reached 1.6 billion cases of cyber-attacks in Indonesia. Because of this problem
in SCM, a solution emerged, which is called Supply Chain Risk Management (CSCRM).
CSCRM is a company management strategy that focuses on assessing and preventing attack
risks in the whole process supply chain, which combines processes, human resources, and
technology into an integrated system between actors in the supply chain concerned (Creazza et
al., 2021).

Good SCM distribution requires a good supply chain governance system with good
visibility so stakeholders, such @producers, supply chain partners, and consumers, can easily
track it. The previous statement is supported by previous research by Gani et al. (2022), with a
good level of visibility in accessing the supply chain process will influence the performance of
cyber security levels, which are increasingly coordinated and can reduce the impact of hacking
losses by irresponsible individuals or hackers and can improve performance in decision making
and competitive advantage of a company. Company. Improved performance in this company
can be assessed from a company's internal and external security management system, such as
implenf@hting preventive measures and handling if a cyber-attack occurs (Gani et al., 2022).

This research aims to analyze the influence of governance mediated by Cyber Supply
Chain (CSC) Visibility with Cyber Supply Chain (CSC) Performance in effective and efficient
CSCRM practices for the SCM process. This research will reveal the strength or weakness of
the influence of CSC Visibility on CSC Performance in manufacturing companies that focus
on manufacturing companies on Java in Indonesia through management practices by the
executive manager, the one decision maker of implementation in the business world. This
research o SCRM argues that CSC Visibility influences CSC Performance. This study was
researched to fill the research gap empirically in the research of Pandey et al. (2020), which
does not directly show the influence of CSC Visibility on CSC Performance.

Literature Review

Implementing Cyber Supply Chain Risk Management (CSCRM) in today's business
conditions, which are all digital and vulnerable to cyber-attacks, is crucial, especially if itis a
large-scale manufacturing company (Pandey et al., 2020). CSCRM practices are a strategy and
initiative that focuses on assessing and preventing the risk of cyber-attacks in the whole process
supply chain, which combines processes, human resources, and technology into an integrated
system between the actors in the supply chain concerned (Creazza et al., 2021). The previous
research by Pandey et al. (2020) stated that CSCRM can be a risk assessment of all company
management processes related to Supply Chain (SC) processes in the field of Information
Systems (IT) contained in networks, software, and so on. Therefore, efficient CSCRM is
closely related to security in the governance of a system in the distribution of information
channeled through communication networks. so supporting the smooth and secure distribution
of information is necessary (Gani et al., 2022).
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CSCRM is powered by good governance that can create various positive impacts which
have excellent benefits for achievement Cyber Supply Chain (CSC) Performance has not only
increased in a short period but has become a habit and culture of the company (Creazza et al.,
2021; Gani et al., 2022). The proactive CSCRM is apart from a good supply chain governance
system with good visibility for stakeholders, such as producers, supply chain partners, and
consumers. This can create a good SCM distribution, as claimed by the previous research by
Gani et al. (2022), that better visibility in accessing the supply chain process will influence the
performance of cyber security levels, which are increasingly coordinated and can reduce the
impact of hacking losses by irresponsible individuals or hackers and improve performance in
decision-making and the competitive advantage of a firm.

Governance

Governance is defined as a company management arrangement for the proper decision-making
process by adjusting the company's processes, methods, policies, and structures to coordinate
with indifiduals, operational processes, and technology used to optimize business processes
(Ahmadi et al., 2021). According to previous research by Gani et al. (2022), governance means
managing in harmony and unison with all company members related to supply chain
management decision-making. According to Maleh et al. (2021), governance means the
excellent management of organizational information assets. These assets can be information
data in the form of considerations for managing business operational risks, business data, and
costs in business operations. Based on several meanings explained, governance is company
management used to make decisions in business processes so that they can run effectively and
efficiently in terms of costs and time.

Cyber Supply Chain (CSC) Visibility

Cyber Supply Chain (CSC) Visibility means the openness of a company's business processes
regarding visual access to demand and supply information in real-time and accuracy, which is
useful for company operations (Kalaiarasan et al., 2022). According to Baah et al. (2021), CSC
Visibility means openness to information considered accurate, reliable, timely, and useful in
supply chain or company operational activities. Apart from this, CSC Visibility is understood
as openness in accessing relevant information elements at the level chosen by the party
stakeholder supply chain (Somapa et al., 2018). Based on several definitions of CSC Visibility
that are described, CSC Visibility is open access to accurate and consistent company
information in real-time to help the stakeholder supply chain in business processes. Therefore,
good CSC Visibility can give the company flexibility in the management supply chain because
it can be easily accessg@ by the perpetrator's supply chain, which can increase effectiveness in
operations, which has a vital rgle in improving supply chain performance (Kalaiarasan et al.,
2022). This statement is also supported by previous research by Somapa et al. (2018), that
companies that have CSC Visibility This can be seen from the capture of detailed information
regarding delivery flows and stock status in several locations as well as warnings regarding
essential events during the logistics journey, which includes production and delivery planning
at the factory, to storage and movement by expedition companies, inspections and permits by
customs authority, until land transportation to the final destination reaches the consumer.
Previous research also found that having an effective company integration system and good
visibility in the supply chain will improve supply chain performance (Gani et al., 2022).

5
Cyber gupply Chain (CSC) Performance
Cyber Supply Chain (CSC) Perforfflance has a sense of status output company performance
using technology that can increase the efficiency and effectiveness of the entire management
chain supply chain (P. N, 2021). According to Gawankar et al. (2019), CSC Performance is a
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status or output value from the workings of a company's information system by evaluating the
efficiency of company strategy, better company tactics, and effective operational decisions.
Not only measuring efficiency and effectiveness but also combining human resources,
processes, and technology to manage cyber risk effectively and help the company achieve a
more robust supply chain and more resistance to cyber-attacks. Therefore, according to P. N.
(2021) citing Beamon (1999), three things indicate that the company's performance is running
well: management flexibility, supply chain, measurement of resources derived from suppliers,
and agility in responsiveness of supply chain as output. Based on several previous statements,
itcan be concluded that CSC Performance is the value of the status or condition of the company
with the use of information systems and technology to increase the efficiency and effectiveness
of the company's operational activities. In previous research, CSC Performance Also has
several measurements: internal flexibility supply chain, resource performance measurement
supplier, and responsiveness supply chain output. Therefore, it is divided into two sectors in
assessing this variable, namely through internal parties and external parties (Gani et al., 2022).

Hypothesis Development

According to Maleh et al. (2021), who quoted from Lunardi et al. (2014), there is a statement
that good ones can improve performance with governance. The increase will lead to better
supply chain and financial performance. Meanwhile, research by Gani et al. (2022) stated that
good governance can increase CSC Performance because it is one of the supporting factors in
deciding on the best action for the interests of all shareholders. Therefore, good governance
can impact the overall CSC Performance, which can be more efficient, and effective.

H1: Governance influences CSC Performance.

Gani et al. (2022), who quotes from Hong et al. (2018), explain that the existence of
CSC Visibility in the network supply chain plays a crucial role in solving global problems in
the supply chain, which is very dynamic and rapidly changing. Therefore, according to Dubey
et al. (2017), companies must implement practices that increase the visibility of the supply
chain throgh governance and information systems. In previous research, he also argued that
corporate governance improves performance because it supports actions that are in the best
interests of all shareholders (Wijethilake & Lama, 2018). Therefore, governance influences
CSCVisibility.

H2: Governance influences CSC Visibility.

In previous research, with transparency, communication was accessible f§ the
perpetrator's supply chain, which can increase effectiveness in operations, which plays a vital
role in improving supply chain performance (Kalaiarasan et al., 2022). According to the
assumptions of Gani et al. (2022), CSC Visibility is critical in improving CSC Performance,
because this process obtained through information sharing and connectivity allows for
increased resilience and a resilient supply chain. Thus, this will have a direct or indirect impact
on CSC Performance. Therefore, CSC Visibility influences CSC Performance.

H3: CSC Visibility influences CSC Performance.

Arrangement Governance, which is suitable for the supply chain, will increase the
efficiency of business operflions, which will then positively impact CSC Performance. This
statement is strengthened by previous research by Gani et al. (2022), the importance of
governance in the CSC relationship performance and CSC Visibility, which forms the basis of
practice Cyber Supply Chain Risk Management (CSCRM) in efforts to prevent and minimize
the impact and preventive measures of attacks cyber in the whole process supply chain




The Title is Written Short, Clear, Informative, and Less than 14 Words (Author1, Author2, & Author3)

(Creazza et al., 2021). Thus, it can be concluded that CSC Visibility mediates governance
influence on CSC Performance.
HA4: Governance has an influence on CSC Performance through CSC Visibility.

Research Method

This research uses a type of quantitative research that is explanatory causal in nature to look at
the characteristics of the experiment, namely the search for cause-and-effect relationships
between variables in the research (Sekaran & Bougie, 2016, p.44). The population of this
research is all manufacturing companies on the island of Java in Indonesia that have used
computerized systems in their supply chain processes with ISO 27001, ISO 28000, and 1SO
28001 qualification or certification as an international standard for information system security
management or other certifications that are standards for management information systems.
The sampling technique in this research is non-probability sampling with a purposive sampling
category, judgment sampling. This sampling process involves selecting subjects most
advantageously placed or in the best position to provide the required information (Sekaran &
Bougie, 2016, p.248). Respondents in this research were managers \glo held senior or
executive management roles because it is assumed that they have authority in decision-making,
are fluent in business operations, and can represent the firm.

The list of manufacturing companies collected for this research is obtained from
certification bodies and manufacturing associations in Indonesia, such as the National
Certification Body, TUV Rheinland Indonesia, SGS Indonesia, Bureau Veritas Indonesia,
Sucofindo, Indonesian Automotive Component Manufacturing Association, Indonesian
Electronic Equipment Manufacturers Association, and the Association of Manufacturers and
Indonesian Industry.

Table 2 Firm’s Profile

Criteria Frequency  Percentage
Having No 115 48.7%
Management
Information Yes 121 51.3%
Systems
Certification
Types of ISO ISO 27001 103 85.1%
Certification ISO 28000 14 11.6%
ISO 28001 1 3.3%
Type of FMCG 10 8.3%
manufacturing Food and 13 10.7%
industry Bevarages
Semiconductor 4 3.3%
Information 27 22.3%
and
Technology
Electronics/ 37 30.6%
Electrical
Automotive 30 24 8%
Experienced Yes 121 100%
cyberattacks? No 0 0%

Source: Results of Data Processing (2023)
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The distribution of this research questionnaire is carried out online via email, telephone,
and WhatsApp. The questionnaire survey was developed from indicator items based on several
previous studies with a Lickert scale ranging from 1 (strongly disagree) to 5 (strongly agree).
The questionnaires were distributed for six weeks, and 567 surveys were distributed via email,
WhatsApp, and telephone. From the distribution of questionnaires, 236 surveys were collected.
However, only 121 respondents met the criteria and were considered valid in this research.
After the data is collected, it is processed using SmartPLS version 4.0 to analyze it further.

Respondents who participated in this research as firm representatives predominantly
came from senior managers or middle management who played a role in decision-making in
SCM business processes. Based on a survey collected from 121 respondents, 97 respondents
acted as operations managers, with a percentage of 76.9%. In comparison, for IT managers,
there were 25 respondents with a percentage of 20.7%, and the last was supply chain managers,
with 3 respondents with a percentage of 2.5%. Survey data collected to test its validity in
implementing CSCRM is explained with several questions in Table 2. According to data from
Table 2 from 121 respondents, all those implementing the ISO 27001, ISO 28000, and 1SO
28000 certification systems have experienced cyber-attacks. Based on Table 2, the ISO type
that is most widely owned is ISO 27001, with 103 respondents, which has a percentage of
85.1% and is dominated by companies operating in the electronics/electrical industry. Table 2
also shows that companies with 1SO 27001, ISO 28000, and ISO 28001 have experienced
cyber-attacks.

Results and Discussion

The measurement model has two model tests: the inner and outer models. These models
are useful for testing each existing indicator to assess the validity and reliability of the
construct. Then, evaluate the inner model using the t-statistics test to determine the correlation
between research constructs.
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Figure 1 Research’s Framework and Path Analysis Test Result
Source: Results of Data Processing (2023)

Table 3 Indicator’s Discriminant Validity Test
Indicators CSC Performance CSC Visibility  Governance

Gl 0.447 0.362 0.663
G2 0.577 0.567 0.752
G3 0.489 0410 0.687
G4 0.434 0.378 0.758
CSCV1 0.514 0.771 0.363
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CSCV2 0.474 0.666 0.488
CSCV3 0.378 0.635 0.253
CSCv4 0.611 0.813 0.592
CSCP1 0.829 0.613 0.560
CSCP2 0.678 0.523 0.418
CSCP3 0.729 0.440 0.521
CSCP4 0.733 0.549 0.450
CSCP5 0.589 0419 0.518
CSCP6 0.783 0.551 0.474
CSCP7 0.603 0.331 0.490

Source: Results of Data Processing (2023)

The measurement of variables that can be considered reliable and valid can be measured
Fiom the outer model if an outer model is needed that has a Loading Factor value of more than
0.50 and a Factor Loading higher than the Cross Loading Value (Hair et al., 2019). From Table
3 and Figure 1, all indicators have a factor loading value of more than 0.50 and have a cross-
loading value for each indicator, which is higher than the other values. Therefore, this data
shows that each indicator that measures the variables in the research is considered valid and
reliable.

Table 4 Reliability, R, Q* Test Result
Variables Cronbach’sAlpha Composite Reliability AVE R?* @’

Governance 0.685 0.808 0.513 - -
CSC Visibility 0.703 0.814 0.525 0.378 0.178
CSC Performance 0.833 0.876 0.505 0.596 0279

Source: Results of Data Processing (2023)

Apart from measurements using factor loading, other measurements also measure that
the indicatorsghsed can measure variables consistently. Table 4 shows each construct's
reliability test in three measurements: Cronbach's Alpha, Composite Reliability, and Averag}
Variance Extracted (AVE). According to data processed with SmartPLS 4.0, the blocks of
indicators are considered reliable when the composite reliability value is > 0.70 and AVE >
0.50 (Hair et al., 2014, p.106-121). The Cronbach’s Alpha value is deemed reliable and valid
in mcﬁring the blocks of indicators if it has a value of 0.60 to 0.80 (Hajjar, 2018). Table 4
Ehows Mat the lowest Cronbach's Alpha value is 0.685, which is related to governance, arf the
lowest composite reliability value is 0.808, which is also related to governance, with an AVE
value above 0.500 for all variables. Based on this research, it was found that all the indicators
were valid and reliable. This research uses the R* assessment category proposed by Sholihin
and Ratmono (2013), which is divided into three categories: the substantial R? category with a
value of >0.75, the moderate R’ category with a valudgdf 0.50-0.75, and the weak R’ category
with a value of 0.25-0.50. Table 4 shows that CSC Performance has an R? value of 0.596,
meaning that 59.6% of CSC Performance can be explained by E#o other variables: governance
and CSC Visibility. In this research, the CSC Visibility value has an R” value of 0.378, which
means that the CSC R? value is included in the weak category because it only has an R-square
value of 0.378. Although CSC Visibility has a weak R?, in assessing whether this model
framework is appropriate and suitable for research, the suitability test and prediction of
research relevance can be set by having a Q7 value of more than 0, as shown in Table 4.
Therefore, this result indicates that the model of this research has a qualified predictive
relevance.
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Table 5 Direct and Indirect Effect Test Results

. Path .
Hypothesis Path Coefficient t-Values p-Values Decision
HI Govemance3CSC 0419 3148 0002 Accept
Performance

H2 Governance >CSC 0615 12761 0000  Accept
Visibility

H3 CSC Visibility>CSC 0440 3381 0001 Accept
Performance
Governance>CSC

H4 Visibility>CSC 0,270 3215 0,001 Accept
Performance

Source: Results of Data Processing (2023)

The subsequent analysis of the data that has been collected is to test the hypothesis that
has beenfletermined from the research framework. The study of a hypothesis accepted in this
research is based on a significance level of 5%, a critical t-value of 1.96, or a p-value of 0.05.
The hypothesis is accepted when the t-value exceeds 1.96 or the p-value is less than 0.05 (Hair
etal.,2014,p.106-121). Based on Table 5, the four hypothesesge accepted for both direct and
indirect effects, where all hypotheses have a t-value exceeding 1.96 or a p-value less than 0.05.
The results of testing H1 show that governance influer@gs CSC Performance. The result is
shown in Table 5 that testing H1 on this direct effect has a t-value of 3,148 and if the t-value >
1.96 then the H1 statement is accepted. This statement is supported by several previous studies,
such as research by Maleh et al. (2021), who quoted from Lunardi et al. (2014), there is a
statement that good governance can improve performance. Improved governance will lead to
better supply chain and financial performance. Meanwhile, research by Gani et al. (2022) stated
that good governance can improve CSC Performance because it is one of the factors that helps
decide on the best action for the interests of all stakeholders.

The results of testing H2 show that governance influences CSC Visibility. Table 5
shows that testing H2 on the direct effect has a t-value of 12,761 and if the t-value > 1.96, then
the H2 statement is accepted. The statement that H2 is accepted is supported by previous
research by Gani et al. (2022) who quotes from Hong et al. (2018), explained that the existence
of CSC Visibility in the supply chain network plays an important role in solving global supply
chain problems which aremry dynamic and rapidly changing. Therefore, according to Dubey
et al. (2017) firms must Whplement practices that increase supply chain visibility through
governance of collaboration fffin integration and information systems. In previous research,
he also argued that corporate governance improves performance because it supports actions
that are in the best interests of all shareholders (Wijethilake & Lama, 2018).

The results of testing H3 show that Epvernance influences CSC Visibility. Table 5
shows that testing H3 on the direct effect has a t-value of 3,381 and if the t-value > 1.96, then
the H3 statement is accepted. The statement that H3 is accepted is supported by previous
research that has a statement that transparency and communication were accessible for th§)
perpetrator's supply chain, which can increase the effectiveness in operations, which plays a
vital role in improving supply chain performance (Kalaiarasan et al., 2022). According to the
assumptions of Gani et al. (2022), CSC Visibility is critical in improving CSC Performance,
because this process obtained through information sharing and connectivity allows for
increased resilience and a resilient supply chain. Thus, this will have a direct or indirect impact
on CSC Performance.

The results of testing H4 show that governance influences CSCgerformance through
CSC Visibility. Table 5 shows that testing H4 on the indirect effect has a t-value of 3,215 and
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if the t-value > 1g)6 then the H4 statement is accepted. The statement that H4 is accepted is
supported by the previous research by Gani et al. (2022) and Pandey et al. (2020), good firms
will have structured governance suitable for the supply chain and increase the efficiency of
business opeffions, which will then positively impact CSC Performance. This statement is
strengthened by previous research by Gani et al. (2022), the importance of governance in the
CSC relationship performance and CSC Visibility, which forms the basis of practice Cyber
Supply Chain Risk Management (CSCRM) in efforts to pfyent and minimize the impact and
preventive measures of atta@is cyber in the whole process supply chain (Creazza etal., 2021).

Table 5 shows the indirect relationship between governance and CSC Performance
through CSC Visibility, the lowest path coefficient value. The ones with the highest value in
path coefficient, t-values, and lowest p-values directly influence governance and CSC
Visibility. Even though this finding has R? included in the low category, this can be caused by
various factors, such as the influence of other variances from the firm's operational side, the
system integration side, the supply chain flexibility side, and many more (Gani et al., 2022;
Siagian et al., 2021). To ensure a mediation relationship through CSC Visibility, this study
used the Variance Accounted For (VAF) method to check the mediating role of CSC Visibility
in this research. The VAF calculation found that there was 39.24% mediation. These indicate
a partial mediation relationship quoted from Hair et al. (2014), where VAF greater than 20%
and less than 80% can be categorized as typical partial mediation.

Conclusion

This research infstigates the influence of Governance on CSC Performance with the
mediating role of CSC Visibility. The mediating role of CSC Visibility significantlinfluences
CSC Performance, as shown in Table 5. This study also found empirical evidence that having
a dedicated governance team consisting of technical and non-technical personnel is important
in defining security problems and solutions in CSC in the manufacturing industry, especially
Java Island in Indonesia. Apart from that, accessing all supply chain business processes,
namely CSC Visibility, requires good governance from the company. Security incidents cannot
be handled only with technical support. Hence, good governance management can manifest
company actions in creating coordinated conditions that have coherent coherence between all
company members regarding decision-making in supply chain management to create effective
CSC Performance efficiency in business implications, especially in the supply chain process.

This research is expected to contribute to practical business practices for ufacturing
companies to evaluate their networks thoroughly and prioritize governance dards and
policies that will increase their visibility among their supply chain partners, both internally and
externally. Because of the maturity level of cyber security, supply chain partners, internally
and externally, protect remote access to cyber systems from exploitation. All CSC partners
must prioritize cyber security and work together to secure their networks from unwanted
intrusions. Implementing ISO 27001, ISO 28000, ISO 28001, and other ISO certifications can
also help prevent and solutions cyHfi-attacks on management information systems. This
implementation requires establishing a dedicated governance team and creating an integrated
system to increase network visibility to make CSC more secure. It will impact CSC's
performance, which will be effective and efficient in implementing the supply chain process.
The limitation of this research is that it only examines it from the perspective of manufacturing
companies on the island of Java in Indonesia. Future research can expand the population
distribution to Indonesia or other Indonesian islands. Apart from that, you can also examine
the CSCRM approach from the perspective of end-users or distributors with different
perceptions and expectations of legal regulations and the environment.
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